Self Assessment

	Qualification 
	Hacking Forensic Investigation (Cyber Security), Level - 5

	Candidate Name 


	

	Application Sl.  No 


	

	Instruction:

· Read each of the performance criteria in the left-hand column of the chart.

· Place a tick in the appropriate box opposite each question to indicate your answers.


Can I?
	Unit of Competency 
	 OUCyS001L4V1: Interpret Information Security Concepts

	Performance Criteria
	Yes
	No

	1.1 Interpret information security;
	(
	(

	1.2 State information security principles;
	(
	(

	1.3 Interpret information security policy;
	(
	(

	1.4 List the information security framework; 
	(
	(

	2.1 Interpret hacking;
	(
	(

	2.2 Identify types of hackers;
	(
	(

	2.3 Interpret hacking techniques 
	(
	(

	3.1 Interpret step of hacking;
	(
	(

	3.2 Identify types of attacks;
	(
	(

	4.1 Interpret necessity of awareness about cyber security threats;
	(
	(

	4.2 Install anti-virus software;
	(
	(

	4.3 Ensure updated patch;
	(
	(

	4.4 Use firewall to protect networks;
	(
	(

	4.5 Scan internet downloads;
	(
	(

	4.6 Ensure regular backups of critical data;
	(
	(

	5.1 Artificial Intelligence is interpreted;
	(
	(

	5.2 Interpret Big Data; 
	(
	(

	5.3 Interpret Data Science; 
	(
	(

	5.4 Interpret Machine Learning; 
	(
	(

	5.5 Interpret Machine vision; 
	(
	(

	6.1 State cyber law;
	(
	(

	6.2 Interpret cyber law global impact; 
	(
	(

	6.3 Interpret cyber law of Bangladesh 
	(
	(


	Unit of Competency 
	OUCyS002L4V1: Apply Operating Systems Administration Concepts    

	Performance Criteria
	Yes
	No

	1.1 Virtualize the Concept;
	(
	(

	1.2 Select and collect VM;
	(
	(

	1.3 Install VM following SOP;
	(
	(

	1.4 Configure VM following SOP;
	(
	(

	2.1. Interpret basic operating system concepts;
	(
	(

	2.2. Select and collect OS;
	(
	(

	2.3. Install OS following SOP; 
	(
	(

	2.4. Interpret basic command;
	(
	(

	2.5. Check internet and network connectivity;
	(
	(

	2.6. Update and upgrade OS packages with dependency 
	(
	(

	3.1 Identify hacking tools as per requirement;
	(
	(

	3.2 Install hacking tools;
	(
	(

	3.3 Update and upgrade hacking tools with dependency;
	(
	(


	Unit of Competency
	OUCyS003L4V1: Analyze Malicious Code

	Performance Criteria
	Yes
	No

	1.1 Define malware;
	(
	(

	1.2 Explain threatens of malicious code;
	(
	(

	1.3 Interpret process to avoid malicious code;
	(
	(

	1.4 Interpret malware propagation techniques;
	(
	(

	2.1. Select virus tools;
	(
	(

	2.2. Unzip program as required;
	(
	(

	2.3. Identify process of malwares infection;
	(
	(

	2.4. Create malwares using required tools;
	(
	(

	2.5. Detect malwares using required tools;
	(
	(

	3.1 Analyze infected systems;
	(
	(

	3.2 Analyze malicious code using required tools;
	(
	(

	4.1 Use anti-malware to prevent malware;
	(
	(

	4.2 Select countermeasures for malware infections;
	(
	(

	4.3 Implement selected countermeasures;
	(
	(

	4.4 Remove the malware;
	(
	(


	Unit of Competency
	OUCyS005L4V1: Apply Mobile Application Security

	Performance Criteria
	Yes
	No

	1.1 Interpret mobile application security;
	(
	(

	1.2 Interpret mobile OS;
	(
	(

	1.3 Interpret mobile application security best practices;
	(
	(

	1.4 Identify mobile apps threats;
	(
	(

	2.1. Interpret penetration testing steps;
	(
	(

	2.2. Perform penetration testing using tools;
	(
	(

	2.3. Prepare report;
	(
	(

	3.1 Start with thought like an attacker;
	(
	(

	3.2 Perform mobile application security using required solutions;
	(
	(

	3.3 Perform web application countermeasures;
	(
	(


	Unit of Competency
	OUCyS011L5V1: Apply Identity &Access Management

	Performance Criteria
	Yes
	No

	1.1 Interpret access control management system; 
	(
	(

	1.2 Interpret control physical and logical access to assets; 
	(
	(

	1.3 Interpret the implement and manage authorization mechanisms; 
	(
	(

	1.4 Interpret identity and access provisioning lifecycle; 
	(
	(

	2.1. Apply access controls for information systems;
	(
	(

	2.2. Apply authentication mechanisms; 
	(
	(


	Unit of Competency
	OUCyS012L5V1: Apply Network security Assessment

	Performance Criteria
	Yes
	No

	1.1 Interpret management security; 
	(
	(

	1.2 Interpret network devices;
	(
	(

	1.3 Identify basic network protocol; 
	(
	(

	1.4 Interpret secure network implementation process by packet tracer; 
	(
	(

	1.5 Interpret network topologies and architecture;
	(
	(

	2.1. Identify major network intrusion; 
	(
	(

	2.2. Perform network attacks tools;
	(
	(

	3.1 Identify network security solutions and devices;
	(
	(

	3.2 Select network security solutions and devices as per job requirements;
	(
	(

	3.3 Implement network security solutions;
	(
	(

	4.1 Identify network security vulnerabilities;
	(
	(

	4.2 Assess network security vulnerabilities;
	(
	(

	4.3 Penetrate network security vulnerabilities;
	(
	(

	4.4 Prepare report following standard format;
	(
	(


	Unit of Competency
	OUCyS017L5V1: Perform Digital Forensic

	Performance Criteria
	Yes
	No

	1.1 Interpret digital forensic;
	(
	(

	1.2 Identify types of forensic; 
	(
	(

	1.3 Interpret anti-forensic techniques; 
	(
	(

	1.4 Interpreted chain of custody; 
	(
	(

	1.5 Identify responsibilities of forensic Investigator;
	(
	(

	2.1. Interpret DEFR responsibilities;
	(
	(

	2.2. Interpret data acquisition steps;
	(
	(

	2.3. Practice data acquisition steps;
	(
	(

	3.1 Attach OS storage Disk;
	(
	(

	3.2 Install OS forensics Tools;
	(
	(

	4.1 Connect the mobile;
	(
	(

	4.2 Identify mobile forensics tools as per requirement;
	(
	(

	4.3 Install mobile forensics tools;
	(
	(

	5.1 Select the image;
	(
	(

	5.2 Interpret the steganography; 
	(
	(

	5.3 Identify graphics forensics tools as per requirement;
	(
	(

	5.4 Install graphics forensics tools;
	(
	(

	6.1 Connect targeted cloud;
	(
	(

	6.2 Identify cloud forensics tools as per requirement;
	(
	(

	6.3 Install cloud forensics tools;
	(
	(

	7.1 Connect targeted e-mail server;
	(
	(

	7.2 Identify email forensics tools as per requirement;
	(
	(

	7.3 Install email forensics tools;
	(
	(


	Unit of Competency
	OUCyS018L5V1: Apply Threat Hunting Concepts

	Performance Criteria
	Yes
	No

	1.1 Identify cyber threat hunting concepts;
	(
	(

	1.2 Identify threat hunting values to the organizations;
	(
	(

	1.3 Articulated threat hunting values to the organizations;
	(
	(

	2.1. Interpret threat hunting methodologies;
	(
	(

	2.2. Identify threat hunting techniques;
	(
	(

	2.3. Identify threat hunting lifecycles; 
	(
	(

	2.4. Identify threat hunting capabilities;
	(
	(

	3.1 Identify network devices;
	(
	(

	3.2 Collect logs;
	(
	(

	3.3 Identify vulnerable protocols;
	(
	(

	3.4 Analyze collected traffic;
	(
	(

	3.5 Analyze threat hunting for host-based cyber threat;
	(
	(

	3.6 Analyze Threat Hunting for Incident Handling;
	(
	(

	3.7 Analyze cyber threat hunting for web application;
	(
	(

	3.8 Interpret brief introduction to IOC/IOA; 
	(
	(

	3.9 Identify types of IOC/IOA;
	(
	(

	4.1 Identify incident response steps using SOP;
	(
	(

	4.2 Correlate incidents;
	(
	(

	4.3 Identify SIEM components using SIEM tools;
	(
	(

	4.4 Install open source SIEM using SOP;
	(
	(

	4.5 Identify SIEM Implementation phases;
	(
	(

	5.1 Define incident handling; 
	(
	(

	5.2 Interpret concept of identification, overview and preparation of incident handling; 
	(
	(

	5.3 Interpret incident response cert team; 
	(
	(

	6.1 Explain phases of incident handling; 
	(
	(

	6.2 Classify incident elements handling process: 
	(
	(

	6.3 Perform incident handling; 
	(
	(

	7.1 Define disaster recovery; 
	(
	(

	7.2 Review disaster recovery strategy and policy; 
	(
	(

	7.3 Explain disaster recovery steps; 
	(
	(

	7.4 Perform disaster recovery; 
	(
	(


	Unit of Competency
	OUCyS019L5V1: Apply Social Engineering

	Performance Criteria
	Yes
	No

	1.1 Interpret social engineering and social networks;
	(
	(

	1.2 Identify social engineering in cyber security;
	(
	(

	1.3 Identify social engineering in law;
	(
	(

	2.1. Identified threats of social engineering;
	(
	(

	2.2. List the types of social engineering threats;
	(
	(

	2.3. Comprehend review social engineering case studies and methods of manipulation;
	(
	(

	2.4. Identify prevention tricks against social engineering threats;
	(
	(

	3.1 Identify social engineering tools as per requirement;
	(
	(

	3.2 Install social engineering tools;
	(
	(

	3.3 Update and upgrade social engineering tools with dependency;
	(
	(

	4.1 Categorize social engineering attacks for computer, mobile and physical entity;
	(
	(

	4.2 Select social engineering tools as per requirement;
	(
	(

	4.3 Analyze social engineering attacks following SOP;
	(
	(

	4.4 Prepare standard report as per requirement;
	(
	(


	Unit of Competency
	OUCyS023L5V1: Interpret IT Security Auditing

	Performance Criteria
	Yes
	No

	1.1 Define the process of auditing information systems;
	(
	(

	1.2 Interpret control objectives of IT security audit;
	(
	(

	1.3 Interpreted risk management of IT security audits;
	(
	(

	1.4 Interpret self-control assessment auditing;
	(
	(

	2.1 Explain types of IT audit; 
	(
	(

	2.2 Interpret processes of IT audit; 
	(
	(

	2.3 Interpret IT risk assessment procedure;
	(
	(

	2.4 Explain IT audit sampling methodology;
	(
	(

	2.5 Explain IT audit reporting;
	(
	(

	3.1 Interpret IT inventory;
	(
	(

	3.2 Explain IT service management;
	(
	(

	3.3 IT Change Management is explained;
	(
	(

	3.4 Perform IT upgrade/patch management;
	(
	(

	3.5 Explain IT systems hardening;
	(
	(

	3.6 Use IT backup & restore;
	(
	(

	3.7 Identify firewall & router access list;
	(
	(

	4.1 Interpret software development life cycle (SDLC);
	(
	(

	4.2 Interpret version/release management;
	(
	(

	4.3 Interpret configuration management; 
	(
	(

	4.4 Interpret vendor/service provider management;
	(
	(

	5.1 Define protection of information assets; 
	(
	(

	5.2 Interpret information assets;
	(
	(

	5.3 Interpret information security awareness program;
	(
	(

	5.4 Explain physical and logical security controls; 
	(
	(

	5.5 Interpret fraud risk management;
	(
	(

	5.6 Interpret encryption and public key infrastructure (PKI); 
	(
	(

	6.1 Interpret segregation of duties (SoD); 
	(
	(

	6.2 Interpret implementation of IT security policy; 
	(
	(

	6.3 Perform business impact analysis (BIA); 
	(
	(

	6.4 Prepare and use business continuity plan (BCP). 
	(
	(

	6.5 Perform IT audit according to IT governance and management practices 
	(
	(


I now feel ready to undertake my formal competency assessment.

Signed:

Date:

