Self Assessment

	Qualification 
	Network and System Security (Cyber Security), Level - 5

	Candidate Name 


	

	Application Sl.  No 


	

	Instruction:

· Read each of the performance criteria in the left-hand column of the chart.

· Place a tick in the appropriate box opposite each question to indicate your answers.


Can I?
	Unit of Competency
	OUCyS010L5V1: Perform Pen Testing

	Performance Criteria
	Yes
	No

	1.1 Interpret penetration testing;
	(
	(

	1.2 Identify and select penetration testing tools;
	(
	(

	2.1. List the vulnerabilities/potential problem areas;
	(
	(

	2.2. Rank list of items in the order of priority/criticality;
	(
	(

	2.3. Unauthorize Access data/network/server/website;
	(
	(

	2.4. Re-run until the problem area fix;
	(
	(

	3.1 Scan the information;
	(
	(

	3.2 Identify Information for targeting; 
	(
	(

	3.3 Prepare results from the scanning;
	(
	(

	3.4 Identify the services;
	(
	(

	3.5 Confirm scanned information;
	(
	(

	3.6 Assess and documented the vulnerabilities;
	(
	(


	Unit of Competency
	OUCyS012L5V1: Apply Network security Assessment

	Performance Criteria
	Yes
	No

	1.1 Interpret management security; 
	(
	(

	1.2 Interpret network devices;
	(
	(

	1.3 Identify basic network protocol; 
	(
	(

	1.4 Interpret secure network implementation process by packet tracer; 
	(
	(

	1.5 Interpret network topologies and architecture;
	(
	(

	2.1. Identify major network intrusion; 
	(
	(

	2.2. Perform network attacks tools;
	(
	(

	3.1 Identify network security solutions and devices;
	(
	(

	3.2 Select network security solutions and devices as per job requirements;
	(
	(

	3.3 Implement network security solutions;
	(
	(

	4.1 Identify network security vulnerabilities;
	(
	(

	4.2 Assess network security vulnerabilities;
	(
	(

	4.3 Penetrate network security vulnerabilities;
	(
	(

	4.4 Prepare report following standard format;
	(
	(


	Unit of Competency
	OUCyS015L5V1: Apply Cyber Security Risk Assessment

	Performance Criteria
	Yes
	No

	1.1 Interpret risk assessment;
	(
	(

	1.2 Interpret risk management strategy;
	(
	(

	1.3 Interpret risk treatment;
	(
	(

	2.1. Perform risk assessment; 
	(
	(

	2.2. Design risk management control;
	(
	(

	2.3. Implement risk management control;
	(
	(

	2.4. Assess risk management control;
	(
	(

	3.1 Interpret Risk performance;
	(
	(

	3.2 Apply KPI to identify the performance;
	(
	(

	3.3 Apply KRI to identify the risk;
	(
	(

	3.4 Define RTO and RPO;
	(
	(

	3.5 Analyze RTO and RPO;
	(
	(

	3.6 Interpret risk capacity;
	(
	(

	3.7 Interpret risk appetite;
	(
	(

	3.8 Interpret risk tolerance;
	(
	(

	4.1 Prepare risk assessment report; 
	(
	(

	4.2 Prepare recommendations;
	(
	(


	Unit of Competency
	OUCyS016L5V1: Interpret Cryptography

	Performance Criteria
	Yes
	No

	1.1 Define security service goals;
	(
	(

	1.2 Interpret security service mechanism;
	(
	(

	2.1. Classify encryption technique;
	(
	(

	2.2. Interpret multiplicative inverse;
	(
	(

	2.3. Interpret additive inverse;
	(
	(

	2.4. Interpret GCD;
	(
	(

	3.1 Illustrate PKI infrastructure;
	(
	(

	3.2 Identified PKI component;
	(
	(

	4.1 Identify selective structured problems; 
	(
	(

	4.2 Prepare algorithm for selective structured programs; 
	(
	(

	5.1 Interpret cryptography algorithm;
	(
	(

	5.2 Illustrate cryptography algorithm;
	(
	(

	5.3 Illustrate Hashing algorithm; 
	(
	(

	6.1 Identify steganography tools as per requirement;
	(
	(

	6.2 Install steganography tools;
	(
	(


	Unit of Competency
	OUCyS018L5V1: Apply Threat Hunting Concepts

	Performance Criteria
	Yes
	No

	1.1 Identify cyber threat hunting concepts;
	(
	(

	1.2 Identify threat hunting values to the organizations;
	(
	(

	1.3 Articulated threat hunting values to the organizations;
	(
	(

	2.1. Interpret threat hunting methodologies;
	(
	(

	2.2. Identify threat hunting techniques;
	(
	(

	2.3. Identify threat hunting lifecycles; 
	(
	(

	2.4. Identify threat hunting capabilities;
	(
	(

	3.1 Identify network devices;
	(
	(

	3.2 Collect logs;
	(
	(

	3.3 Identify vulnerable protocols;
	(
	(

	3.4 Analyze collected traffic;
	(
	(

	3.5 Analyze threat hunting for host-based cyber threat;
	(
	(

	3.6 Analyze Threat Hunting for Incident Handling;
	(
	(

	3.7 Analyze cyber threat hunting for web application;
	(
	(

	3.8 Interpret brief introduction to IOC/IOA; 
	(
	(

	3.9 Identify types of IOC/IOA;
	(
	(

	4.1 Identify incident response steps using SOP;
	(
	(

	4.2 Correlate incidents;
	(
	(

	4.3 Identify SIEM components using SIEM tools;
	(
	(

	4.4 Install open source SIEM using SOP;
	(
	(

	4.5 Identify SIEM Implementation phases;
	(
	(

	5.1 Define incident handling; 
	(
	(

	5.2 Interpret concept of identification, overview and preparation of incident handling; 
	(
	(

	5.3 Interpret incident response cert team; 
	(
	(

	6.1 Explain phases of incident handling; 
	(
	(

	6.2 Classify incident elements handling process: 
	(
	(

	6.3 Perform incident handling; 
	(
	(

	7.1 Define disaster recovery; 
	(
	(

	7.2 Review disaster recovery strategy and policy; 
	(
	(

	7.3 Explain disaster recovery steps; 
	(
	(

	7.4 Perform disaster recovery; 
	(
	(


	Unit of Competency
	OUCyS019L5V1: Apply Social Engineering

	Performance Criteria
	Yes
	No

	1.1 Interpret social engineering and social networks;
	(
	(

	1.2 Identify social engineering in cyber security;
	(
	(

	1.3 Identify social engineering in law;
	(
	(

	2.1. Identified threats of social engineering;
	(
	(

	2.2. List the types of social engineering threats;
	(
	(

	2.3. Comprehend review social engineering case studies and methods of manipulation;
	(
	(

	2.4. Identify prevention tricks against social engineering threats;
	(
	(

	3.1 Identify social engineering tools as per requirement;
	(
	(

	3.2 Install social engineering tools;
	(
	(

	3.3 Update and upgrade social engineering tools with dependency;
	(
	(

	4.1 Categorize social engineering attacks for computer, mobile and physical entity;
	(
	(

	4.2 Select social engineering tools as per requirement;
	(
	(

	4.3 Analyze social engineering attacks following SOP;
	(
	(

	4.4 Prepare standard report as per requirement;
	(
	(


	Unit of Competency
	OUCyS020L5V1: Apply Cloud Security Concepts

	Performance Criteria
	Yes
	No

	1.1 Interpret cloud computing concepts; 
	(
	(

	1.2 Identify types of cloud computing; 
	(
	(

	1.3 Identify types of cloud services; 
	(
	(

	1.4 Interpret cloud service providers and their services; 
	(
	(

	1.5 Identify cloud computing threats; 
	(
	(

	2.1. Interpret on-demand self-service;
	(
	(

	2.2. Identify easy maintenance; 
	(
	(

	2.3. Interpret scalability and rapid elasticity;
	(
	(

	2.4. Interpret measured and reporting service;
	(
	(

	2.5. Interpret large network access;
	(
	(

	3.1 Interpret cloud development basics;
	(
	(

	3.2 Identify common pitfalls;
	(
	(

	3.3 Interpret common cloud vulnerabilities;
	(
	(

	3.4 Interpret cloud data life cycle phases;
	(
	(

	3.5 Define data dispersion;
	(
	(

	3.6 Define application capability, platform capability, infrastructure capability types;
	(
	(

	3.7 Identify cloud service categories; 
	(
	(

	4.1 Simplify user provision and management;
	(
	(

	4.2 Synchronize entitlements across platforms; 
	(
	(

	4.3 Identify enforcement of identity-based perimeter;
	(
	(

	4.4 Interpret flexible customer access enablement;
	(
	(

	4.5 Define public, private, community, and hybrid deployment models;
	(
	(

	5.1 Solve start with a high-value, tactical problem with a public cloud;
	(
	(

	5.2 Interpret address and plan for cloud security upfront;
	(
	(

	5.3 Include the review process;
	(
	(

	6.1 Deploy multi-factor authentication (MFA);
	(
	(

	6.2 Manage user access to improve cloud computing security;
	(
	(

	6.3 Provide anti-phishing training for employees on a regular basis;
	(
	(

	6.4 Monitor end user activities with automated solution to detect intruders;
	(
	(

	6.5 Analyze cloud security issues and threats;
	(
	(


	Unit of Competency
	OUCyS023L5V1: Interpret IT Security Auditing

	Performance Criteria
	Yes
	No

	1.1 Define the process of auditing information systems;
	(
	(

	1.2 Interpret control objectives of IT security audit;
	(
	(

	1.3 Interpreted risk management of IT security audits;
	(
	(

	1.4 Interpret self-control assessment auditing;
	(
	(

	2.1 Explain types of IT audit; 
	(
	(

	2.2 Interpret processes of IT audit; 
	(
	(

	2.3 Interpret IT risk assessment procedure;
	(
	(

	2.4 Explain IT audit sampling methodology;
	(
	(

	2.5 Explain IT audit reporting;
	(
	(

	3.1 Interpret IT inventory;
	(
	(

	3.2 Explain IT service management;
	(
	(

	3.3 IT Change Management is explained;
	(
	(

	3.4 Perform IT upgrade/patch management;
	(
	(

	3.5 Explain IT systems hardening;
	(
	(

	3.6 Use IT backup & restore;
	(
	(

	3.7 Identify firewall & router access list;
	(
	(

	4.1 Interpret software development life cycle (SDLC);
	(
	(

	4.2 Interpret version/release management;
	(
	(

	4.3 Interpret configuration management; 
	(
	(

	4.4 Interpret vendor/service provider management;
	(
	(

	5.1 Define protection of information assets; 
	(
	(

	5.2 Interpret information assets;
	(
	(

	5.3 Interpret information security awareness program;
	(
	(

	5.4 Explain physical and logical security controls; 
	(
	(

	5.5 Interpret fraud risk management;
	(
	(

	5.6 Interpret encryption and public key infrastructure (PKI); 
	(
	(

	6.1 Interpret segregation of duties (SoD); 
	(
	(

	6.2 Interpret implementation of IT security policy; 
	(
	(

	6.3 Perform business impact analysis (BIA); 
	(
	(

	6.4 Prepare and use business continuity plan (BCP). 
	(
	(

	6.5 Perform IT audit according to IT governance and management practices 
	(
	(


I now feel ready to undertake my formal competency assessment.

Signed:

Date:

