Self Assessment

	Qualification 
	Penetration Testing (Cyber Security), Level - 5

	Candidate Name 


	

	Application Sl.  No 


	

	Instruction:

· Read each of the performance criteria in the left-hand column of the chart.

· Place a tick in the appropriate box opposite each question to indicate your answers.


Can I?
	Unit of Competency
	OUCyS005L4V1: Apply Mobile Application Security

	Performance Criteria
	Yes
	No

	1.1 Interpret mobile application security;
	(
	(

	1.2 Interpret mobile OS;
	(
	(

	1.3 Interpret mobile application security best practices;
	(
	(

	1.4 Identify mobile apps threats;
	(
	(

	2.1. Interpret penetration testing steps;
	(
	(

	2.2. Perform penetration testing using tools;
	(
	(

	2.3. Prepare report;
	(
	(

	3.1 Start with thought like an attacker;
	(
	(

	3.2 Perform mobile application security using required solutions;
	(
	(

	3.3 Perform web application countermeasures;
	(
	(


	Unit of Competency
	OUCyS006L4V1: Apply advance Web Application Security

	Performance Criteria
	Yes
	No

	1.1 Collect down blow database;
	(
	(

	1.2 Identify finding vulnerable website;
	(
	(

	1.3 Display vulnerable columns;
	(
	(

	1.4 Identify admin panel;
	(
	(

	1.5 Identify web application tools; 
	(
	(

	2.1. Interpret misconfiguration concepts;
	(
	(

	2.2. Perform application behaviour to mitigate the risk of misconfiguration;
	(
	(

	2.3. Limit risk of security misconfiguration;
	(
	(

	2.4. Interpret NIST 25 critical controls;
	(
	(

	2.5. Interpret software testing; 
	(
	(

	3.1 Perform cross site scripting;
	(
	(

	3.2 Prevented Cross-Site Forgery (CSRF) attacks;
	(
	(

	3.3 Validate CSRF token depends on request method;
	(
	(

	3.4 Perform buffer overflow;
	(
	(

	3.5 Perform local file inclusion (LFI); 
	(
	(

	3.6 Perform remote file inclusion (RFI); 
	(
	(

	3.7 Perform parameter tampering; 
	(
	(

	3.8 Perform OS command injection; 
	(
	(

	4.1 Interpret access control;
	(
	(

	4.2 Control accesses following SOP;
	(
	(


	Unit of Competency
	OUCyS010L5V1: Perform Pen Testing

	Performance Criteria
	Yes
	No

	1.1 Interpret penetration testing;
	(
	(

	1.2 Identify and select penetration testing tools;
	(
	(

	2.1. List the vulnerabilities/potential problem areas;
	(
	(

	2.2. Rank list of items in the order of priority/criticality;
	(
	(

	2.3. Unauthorize Access data/network/server/website;
	(
	(

	2.4. Re-run until the problem area fix;
	(
	(

	3.1 Scan the information;
	(
	(

	3.2 Identify Information for targeting; 
	(
	(

	3.3 Prepare results from the scanning;
	(
	(

	3.4 Identify the services;
	(
	(

	3.5 Confirm scanned information;
	(
	(

	3.6 Assess and documented the vulnerabilities;
	(
	(



	Unit of Competency
	OUCyS012L5V1: Apply Network security Assessment

	Performance Criteria
	Yes
	No

	1.1 Interpret management security; 
	(
	(

	1.2 Interpret network devices;
	(
	(

	1.3 Identify basic network protocol; 
	(
	(

	1.4 Interpret secure network implementation process by packet tracer; 
	(
	(

	1.5 Interpret network topologies and architecture;
	(
	(

	2.1. Identify major network intrusion; 
	(
	(

	2.2. Perform network attacks tools;
	(
	(

	3.1 Identify network security solutions and devices;
	(
	(

	3.2 Select network security solutions and devices as per job requirements;
	(
	(

	3.3 Implement network security solutions;
	(
	(

	4.1 Identify network security vulnerabilities;
	(
	(

	4.2 Assess network security vulnerabilities;
	(
	(

	4.3 Penetrate network security vulnerabilities;
	(
	(

	4.4 Prepare report following standard format;
	(
	(


	Unit of Competency
	OUCyS014L5V1: Apply Python Programming 

	Performance Criteria
	Yes
	No

	1.1 State features of python language; 
	(
	(

	1.2 Explain structure of python program; 
	(
	(

	1.3 Identify variables of python language; 
	(
	(

	1.4 Interpret application of python in cyber security; 
	(
	(

	2.1. Identify sequential structured problems; 
	(
	(

	2.2. Prepare algorithm for sequential structured programs; 
	(
	(

	2.3. Create flow chart of sequential structure programs; 
	(
	(

	2.4. Write code to implementing the sequential structured programs;
	(
	(

	3.1 Identify selective structured problems; 
	(
	(

	3.2 Prepare algorithm for selective structured programs; 
	(
	(

	3.3 Create flow chart of selective structure programs; 
	(
	(

	3.4 Identify written code to implementing the selective structured programs;
	(
	(

	4.1 Repetitive structured problems; 
	(
	(

	4.2 Prepare algorithm for repetitive structured programs; 
	(
	(

	4.3 Create flow chart of repetitive structure programs; 
	(
	(

	4.4 Write code to implementing the Repetitive structured programs;
	(
	(

	5.1 Interpret remote management system; 
	(
	(

	5.2 Identify function program problems; 
	(
	(

	5.3 Write code to implementing the function programs with various function activities;
	(
	(

	6.1 Interpret standard errors; 
	(
	(

	6.2 Identify new bugs; 
	(
	(

	6.3 Fixup new bugs; 
	(
	(

	6.4 Implement new or changed requirements without breaking existing functionality.
	(
	(

	6.5 Provide extensibility flexibility; 
	(
	(

	6.6 Develop enables a high level of reusability for code base.
	(
	(

	6.7 Efficiently discovering bugs and untested code
	(
	(


	Unit of Competency
	OUCyS015L5V1: Apply Cyber Security Risk Assessment

	Performance Criteria
	Yes
	No

	1.1 Interpret risk assessment;
	(
	(

	1.2 Interpret risk management strategy;
	(
	(

	1.3 Interpret risk treatment;
	(
	(

	2.1. Perform risk assessment; 
	(
	(

	2.2. Design risk management control;
	(
	(

	2.3. Implement risk management control;
	(
	(

	2.4. Assess risk management control;
	(
	(

	3.1 Interpret Risk performance;
	(
	(

	3.2 Apply KPI to identify the performance;
	(
	(

	3.3 Apply KRI to identify the risk;
	(
	(

	3.4 Define RTO and RPO;
	(
	(

	3.5 Analyze RTO and RPO;
	(
	(

	3.6 Interpret risk capacity;
	(
	(

	3.7 Interpret risk appetite;
	(
	(

	3.8 Interpret risk tolerance;
	(
	(

	4.1 Prepare risk assessment report; 
	(
	(

	4.2 Prepare recommendations;
	(
	(


	Unit of Competency
	OUCyS016L5V1: Interpret Cryptography

	Performance Criteria
	Yes
	No

	1.1 Define security service goals;
	(
	(

	1.2 Interpret security service mechanism;
	(
	(

	2.1. Classify encryption technique;
	(
	(

	2.2. Interpret multiplicative inverse;
	(
	(

	2.3. Interpret additive inverse;
	(
	(

	2.4. Interpret GCD;
	(
	(

	3.1 Illustrate PKI infrastructure;
	(
	(

	3.2 Identified PKI component;
	(
	(

	4.1 Identify selective structured problems; 
	(
	(

	4.2 Prepare algorithm for selective structured programs; 
	(
	(

	5.1 Interpret cryptography algorithm;
	(
	(

	5.2 Illustrate cryptography algorithm;
	(
	(

	5.3 Illustrate Hashing algorithm; 
	(
	(

	6.1 Identify steganography tools as per requirement;
	(
	(

	6.2 Install steganography tools;
	(
	(


	Unit of Competency
	OUCyS019L5V1: Apply Social Engineering

	Performance Criteria
	Yes
	No

	1.1 Interpret social engineering and social networks;
	(
	(

	1.2 Identify social engineering in cyber security;
	(
	(

	1.3 Identify social engineering in law;
	(
	(

	2.1. Identified threats of social engineering;
	(
	(

	2.2. List the types of social engineering threats;
	(
	(

	2.3. Comprehend review social engineering case studies and methods of manipulation;
	(
	(

	2.4. Identify prevention tricks against social engineering threats;
	(
	(

	3.1 Identify social engineering tools as per requirement;
	(
	(

	3.2 Install social engineering tools;
	(
	(

	3.3 Update and upgrade social engineering tools with dependency;
	(
	(

	4.1 Categorize social engineering attacks for computer, mobile and physical entity;
	(
	(

	4.2 Select social engineering tools as per requirement;
	(
	(

	4.3 Analyze social engineering attacks following SOP;
	(
	(

	4.4 Prepare standard report as per requirement;
	(
	(


	Unit of Competency
	OUCyS021L5V1: Interpret IoT Concepts

	Performance Criteria
	Yes
	No

	1.1 Identify components of IOT system;
	(
	(

	1.2 Examine working process of IOT;
	(
	(

	1.3 Interpret IOT architecture;
	(
	(

	1.4 Identify stages of IOT architecture;
	(
	(

	1.5 Identify IOT application areas;
	(
	(

	2.1 Identify IOT technologies and protocols;
	(
	(

	2.2 Identify IOT communication models;
	(
	(

	3.1. Identify challenges in IOT;
	(
	(

	3.2. Identify IOT security problems;
	(
	(

	3.3. Identify IOT vulnerabilities;
	(
	(

	3.4. Identify IOT attack surface area;
	(
	(

	3.5. Identify threats for IOT;
	(
	(


	Unit of Competency
	OUCyS023L5V1: Interpret IT Security Auditing

	Performance Criteria
	Yes
	No

	1.1 Define the process of auditing information systems;
	(
	(

	1.2 Interpret control objectives of IT security audit;
	(
	(

	1.3 Interpreted risk management of IT security audits;
	(
	(

	1.4 Interpret self-control assessment auditing;
	(
	(

	2.1 Explain types of IT audit; 
	(
	(

	2.2 Interpret processes of IT audit; 
	(
	(

	2.3 Interpret IT risk assessment procedure;
	(
	(

	2.4 Explain IT audit sampling methodology;
	(
	(

	2.5 Explain IT audit reporting;
	(
	(

	3.1 Interpret IT inventory;
	(
	(

	3.2 Explain IT service management;
	(
	(

	3.3 IT Change Management is explained;
	(
	(

	3.4 Perform IT upgrade/patch management;
	(
	(

	3.5 Explain IT systems hardening;
	(
	(

	3.6 Use IT backup & restore;
	(
	(

	3.7 Identify firewall & router access list;
	(
	(

	4.1 Interpret software development life cycle (SDLC);
	(
	(

	4.2 Interpret version/release management;
	(
	(

	4.3 Interpret configuration management; 
	(
	(

	4.4 Interpret vendor/service provider management;
	(
	(

	5.1 Define protection of information assets; 
	(
	(

	5.2 Interpret information assets;
	(
	(

	5.3 Interpret information security awareness program;
	(
	(

	5.4 Explain physical and logical security controls; 
	(
	(

	5.5 Interpret fraud risk management;
	(
	(

	5.6 Interpret encryption and public key infrastructure (PKI); 
	(
	(

	6.1 Interpret segregation of duties (SoD); 
	(
	(

	6.2 Interpret implementation of IT security policy; 
	(
	(

	6.3 Perform business impact analysis (BIA); 
	(
	(

	6.4 Prepare and use business continuity plan (BCP). 
	(
	(

	6.5 Perform IT audit according to IT governance and management practices 
	(
	(


I now feel ready to undertake my formal competency assessment.

Signed:

Date:

