Self Assessment

	Qualification 
	Software Security (Cyber Security), Level - 4

	Candidate Name 


	

	Application Sl.  No 


	

	Instruction:

· Read each of the performance criteria in the left-hand column of the chart.

· Place a tick in the appropriate box opposite each question to indicate your answers.


Can I?
	Unit of Competency 
	GU002L2V1: Apply Occupational Safety and Health (OSH) Procedures in the Workplace

	Performance Criteria
	Yes
	No

	1.1 Access and state OHS policies and safe operating procedures.
	(
	(

	1.2  Identify and follow safety signs and symbols.
	(
	(

	1.3 Determine emergency response, evacuation procedures and other contingency measures according to workplace requirements.
	(
	(

	2.1. Select and collect personal protective equipment (PPE) as required
	(
	(

	2.2. Use personal protective equipment (PPE) correctly in accordance with organization OHS procedures and practices.
	(
	(

	2.3. Maintain clear and tidy workplace as per workplace standard.
	(
	(

	2.4. Maintain PPE to keep them operational and compliant with OHS regulations.
	(
	(

	3.1 Identify, assess and control hazards and risks;
	(
	(

	3.2 Report incidents arising from hazards and risks to designated authority.
	(
	(

	4.1 Respond to alarms and warning devices;
	(
	(

	4.2 Follow workplace emergency procedures;
	(
	(

	4.3 Recognize and follow contingency measures during workplace accidents, fire and other emergencies in accordance with organization procedures.
	(
	(

	4.4 Apply first aid procedures during emergency situations.
	(
	(

	5.1 Adhere OHS policies and procedures;
	(
	(

	5.2 Participate OHS awareness programs as per workplace guidelines and procedures
	(
	(

	5.3 Implement corrective actions to correct unsafe condition in the workplace.
	(
	(

	5.4 Update and maintain “fit to work” records according to workplace requirements.
	(
	(


	Unit of Competency 
	GU005L3V1: Apply Carryout Workplace Interaction in English

	Performance Criteria
	Yes
	No

	1.1 Interpret workplace code of conducts as per organizational guidelines.
	(
	(

	1.2 Maintain appropriate lines of communication with supervisors and colleagues 
	(
	(

	1.3 Conduct workplace interactions in a courteous manner to gather and convey information.
	(
	(

	1.4 Ask and response questions about routine workplace procedures and matters as required;
	(
	(

	2.1 Interpret workplace documents as per standard; 
	(
	(

	2.2 Take assistance to aid comprehension when required from peers / supervisors;
	(
	(

	2.3 Understand and follow visual information / symbols / signage’s;
	(
	(

	2.4 Access specific and relevant information from appropriate sources;
	(
	(

	2.5 Use appropriate medium to transfer information and ideas;
	(
	(

	3.1 Attend team meetings on time and followed meeting procedures and etiquette;
	(
	(

	3.2 Express own opinions and listened to those of others without interruption;
	(
	(

	3.3 Provide inputs are meeting outcomes;
	(
	(

	4.1 Demonstrate and keep responsibilities as a team member promises and commitments made to others;
	(
	(

	4.2 Perform tasks in accordance with workplace procedures; 
	(
	(

	4.3 Respect and maintain confidentiality.
	(
	(

	4.4 Avoid situations and actions considered inappropriate or which present a conflict of interest;
	(
	(


	Unit of Competency
	SUICT001L3V1: Operate a Personal Computer and Use Applications Programs

	Performance Criteria
	Yes
	No

	1.1 Observe safe workplace practices according to IT workplace guideline.
	(
	(

	1.2 Check computer for proper connection position and usability. 
	(
	(

	1.3 Check peripheral devices for correct connection, position and usability.
	(
	(

	1.4 Switch on Power of computer and other peripheral devices.
	(
	(

	2.1. Insert user name and password as prompted and note access, privacy, security and related conditions of use displayed on introductory screens.
	(
	(

	2.2. Arrange PC desktop environment/Graphical User Interface (GUI) settings and customized.
	(
	(

	2.3. Identified the operating system information.
	(
	(

	2.4. Navigate system configuration and application versions in operation.
	(
	(

	3.1 Customize desktop environment.
	(
	(

	3.2 Create and name basic directory and sub-directories.
	(
	(

	3.3 Identify attributes of directories.
	(
	(

	3.4 Create and organize files for user and organization requirements 
	(
	(

	3.5 Enter data into the desired office application in accordance with work requirements 
	(
	(

	3.6 Copy and save files to available data storage devices
	(
	(

	5.1 Enter printer settings, if required, into the program
	(
	(

	5.2 Change default printer where necessary
	(
	(

	5.3 Access print preview option to effect printing of documents
	(
	(

	5.4 Adjust document print output where necessary
	(
	(

	5.5 Take the printout 
	(
	(

	6.1 Exit all opened files/documents.
	(
	(

	6.2 Log out all opened application programs in accordance with standard application procedure.
	(
	(

	6.3 Shut down personal computer in accordance with standard shut down procedure.
	(
	(

	6.4 Switched off computer and other peripherals are power supply in accordance with standard procedure
	(
	(


	Unit of Competency
	SUICT002L3V1: Operate Office Application Software

	Performance Criteria
	Yes
	No

	1.1 Observed safe workplace practices according to IT workplace guideline.
	(
	(

	1.2 Check and connect desktop peripherals with computer properly. 
	(
	(

	1.3 Switched on computer.
	(
	(

	1.4 Arrange and customize computer desktop / GUI settings as per requirement.
	(
	(

	1.5 Manipulate files and folders as per requirement.
	(
	(

	1.6 View and search properties of files and folders.
	(
	(

	1.7 Defragment and format disks as per requirement
	(
	(

	2.1 Identify and list installation requirements of software.
	(
	(

	2.2 assure software sources and CD key/ password.
	(
	(

	2.3 Collect and select appropriate software as per requirement.
	(
	(

	2.4 Start software installation. 
	(
	(

	2.5 Customize as per requirement. 
	(
	(

	2.6 Perform installation followed as per installation Instructions.
	(
	(

	2.7 Complete installations properly. 
	(
	(

	2.8 Check correctness of installation. 
	(
	(

	3.1 Select and start appropriate word processor.
	(
	(

	3.2 Create documents as per requirement in personal use and office environment.
	(
	(

	3.3 Enter contents.
	(
	(

	3.4 Format the documents.
	(
	(

	3.5 Complete paragraph and page settings 
	(
	(

	3.6 Save the document.
	(
	(

	4.1 Select and start spreadsheet applications.
	(
	(

	4.2 Create worksheets as per requirement in personal use and office environment.  
	(
	(

	4.3 Enter data;
	(
	(

	4.4 Use functions for calculating and editing logical operation
	(
	(

	4.5 Format sheets as per requirement.
	(
	(

	4.6 Create the charts.
	(
	(

	4.7 Save the charts/ sheets.
	(
	(

	5.1 Select and start appropriate presentation applications 


	(
	(

	5.2 Create presentation as per requirement in personal use and office environment


	(
	(

	5.3 Enter Image, Illustrations, text, table, symbols and media as per requirements
	(
	(

	5.4 Format and animate presentations. 
	(
	(

	5.5 View and save the presentations 
	(
	(

	6.1 Connect printer with computer.
	(
	(

	6.2 Switch on power at both the power outlet and printer.
	(
	(

	6.3 Install and add the Printer.
	(
	(

	6.4 Put paper of proper size into printer.
	(
	(

	6.5 Select correct printer setting 
	(
	(

	6.6 Preview and print the document 
	(
	(

	6.7 View or cancel print from the printer spool 
	(
	(

	6.8 Close opened software and shut down the devices; 
	(
	(


	Unit of Competency 
	 SUICT003L3V1: Access Information using Internet and Electronic mail

	Performance Criteria
	Yes
	No

	1.1 Select and install appropriate internet browsers 
	(
	(

	1.2 Open internet browser and write/select web address / URL in /from address bar to access information.
	(
	(

	1.3 Use search engines to access information
	(
	(

	1.4 Shared /downloaded / uploaded video / information from / to website /social media
	(
	(

	1.5 Use web-based resources 
	(
	(

	1.6 Search and follow netiquette’ (or web etiquette) principles 
	(
	(

	2.1 Identify and select email services to create a new email address
	(
	(

	2.2 Create email account.
	(
	(

	2.3 Prepare, attach and send document to different types of recipients.
	(
	(

	2.4 Read, forward, reply and delete email as per requirement
	(
	(

	2.5 Create and manipulate custom email folders. 
	(
	(

	2.6 Print email message 
	(
	(

	3.1 Identify audio and video tools 
	(
	(

	3.2 Identify apps using audio/video tools 
	(
	(

	3.3 Transfer information with apps using audio/video tools
	(
	(


	Unit of Competency 
	 SUICT004L3V1: Comply to Ethical Standards in the Workplace

	Performance Criteria
	Yes
	No

	1.1 Identify clients’ requirements; 
	(
	(

	1.2 Maintain confidentiality of information in accordance with workplace policies / organizational policies/national legislation
	(
	(

	1.3 Identify potential conflicts of interest and notify involved parties of potential conflicts 
	(
	(

	1.4 Assert proprietary rights of client/customer 
	(
	(

	2.1 Provide products and services according to the clients’ requirements.
	(
	(

	2.2 Complete work as per standards.
	(
	(

	2.3 Implement quality processes when developing products and services
	(
	(

	3.1 Deliver work processes as per standards.
	(
	(

	3.2 Present skills, knowledge and qualifications in a professional manner
	(
	(

	3.3 Develop services and products by self and others are delivered as per workplace standard
	(
	(

	3.4 Provide unbiased and objective information to clients.


	(
	(

	3.5 Present realistic estimates for time, cost and delivery of outputs during negotiation
	(
	(

	4.1 Interpret workplace code of conduct 
	(
	(

	4.2 Follow workplace code of conduct 
	(
	(


	Unit of Competency 
	 OUCyS001L4V1: Interpret Information Security Concepts

	Performance Criteria
	Yes
	No

	1.1 Interpret information security;
	(
	(

	1.2 State information security principles;
	(
	(

	1.3 Interpret information security policy;
	(
	(

	1.4 List the information security framework; 
	(
	(

	2.1 Interpret hacking;
	(
	(

	2.2 Identify types of hackers;
	(
	(

	2.3 Interpret hacking techniques 
	(
	(

	3.1 Interpret step of hacking;
	(
	(

	3.2 Identify types of attacks;
	(
	(

	4.1 Interpret necessity of awareness about cyber security threats;
	(
	(

	4.2 Install anti-virus software;
	(
	(

	4.3 Ensure updated patch;
	(
	(

	4.4 Use firewall to protect networks;
	(
	(

	4.5 Scan internet downloads;
	(
	(

	4.6 Ensure regular backups of critical data;
	(
	(

	5.1 Artificial Intelligence is interpreted;
	(
	(

	5.2 Interpret Big Data; 
	(
	(

	5.3 Interpret Data Science; 
	(
	(

	5.4 Interpret Machine Learning; 
	(
	(

	5.5 Interpret Machine vision; 
	(
	(

	6.1 State cyber law;
	(
	(

	6.2 Interpret cyber law global impact; 
	(
	(

	6.3 Interpret cyber law of Bangladesh 
	(
	(


	Unit of Competency 
	OUCyS002L4V1: Apply Operating Systems Administration Concepts    

	Performance Criteria
	Yes
	No

	1.1 Virtualize the Concept;
	(
	(

	1.2 Select and collect VM;
	(
	(

	1.3 Install VM following SOP;
	(
	(

	1.4 Configure VM following SOP;
	(
	(

	2.1. Interpret basic operating system concepts;
	(
	(

	2.2. Select and collect OS;
	(
	(

	2.3. Install OS following SOP; 
	(
	(

	2.4. Interpret basic command;
	(
	(

	2.5. Check internet and network connectivity;
	(
	(

	2.6. Update and upgrade OS packages with dependency 
	(
	(

	3.1 Identify hacking tools as per requirement;
	(
	(

	3.2 Install hacking tools;
	(
	(

	3.3 Update and upgrade hacking tools with dependency;
	(
	(


	Unit of Competency
	OUCyS004L4V1: Apply Web Application Security

	Performance Criteria
	Yes
	No

	1.1 Interpret web application security;
	(
	(

	1.2 Interpret OWASP top 10;
	(
	(

	1.3 Interpret web application vulnerabilities;
	(
	(

	1.4 Interpret web application firewall (WAF);
	(
	(

	1.5 Infer web application security checklist;
	(
	(

	2.1. Interpret penetration testing steps;
	(
	(

	2.2. Perform penetration testing using tools;
	(
	(

	2.3. Prepare report;
	(
	(

	3.1 Start with thought like an attacker;
	(
	(

	3.2 Perform web application security using required solutions;
	(
	(

	3.3 Perform network security using required solutions;
	(
	(

	3.4 Perform host security using required Solutions;
	(
	(


	Unit of Competency
	OUCyS007L4V1: Apply the Techniques of Web Services Hacking

	Performance Criteria
	Yes
	No

	1.1 Identified web server concepts;
	(
	(

	1.2 Interpret web server concept;
	(
	(

	1.3 Installed web server package in systems;
	(
	(

	1.4 Identified vulnerabilities of web service using SOP;
	(
	(

	2.1. Identified web application and services;
	(
	(

	2.2. Scan for vulnerabilities in web application using SOP;
	(
	(

	2.3. Vulnerabilities of web service is analyzed using SOP;
	(
	(

	3.1 Scan web application for Vulnerability scanning and Automated security scanning using SOP;
	(
	(

	3.2 Use hacking tools for threats and attacks;
	(
	(

	4.1 Interpret session hijacking concepts;
	(
	(

	4.2 Identify session hijacking tools;
	(
	(

	4.3 Perform stealing using session hijacking tools;
	(
	(

	4.4 Interpret the attacks;
	(
	(

	4.5 Perform ethical attacks;
	(
	(

	5.1 Unlogged the events e.g., failed logins or high-value transactions;
	(
	(

	5.2 Avoid back up of logs (intruders that access a system will often delete logs to obscure their movements so you won’t be able to backtrack to the source of the intrusion);
	(
	(

	5.3 Avoid software misconfigurations that fail to alert on apparently unimportant events, e.g., a failed login or a seemingly innocuous read-only event;
	(
	(

	5.4 Ensure obscure error logging without enough details for forensics to follow up on or for administrators to understand the problem;
	(
	(

	5.5 Avoid lack of a formal escalation plan that following a breach;
	(
	(

	5.6 Ensure presence of automated auditing and monitoring security frameworks;
	(
	(

	5.7 Use skilled security personnel to analyze log data;
	(
	(

	5.8 Need reliable authentication management;
	(
	(

	4.1 Provide sufficient logging and monitoring training;
	(
	(


	Unit of Competency
	OUCyS008L4V1: Apply Information Security Systems Bypass

	Performance Criteria
	Yes
	No

	1.1 Interpret CIA Triad;
	(
	(

	1.2 Interpret method of information systems security bypass;
	(
	(

	1.3 Interpret security solutions; 
	(
	(

	2.1. Identify types of security systems assessment tools;
	(
	(

	2.2. Analyze vulnerabilities of information systems using required tools;
	(
	(

	3.1 Identified tools as per job requirement;
	(
	(

	3.2 Bypass the security solutions;
	(
	(


	Unit of Competency
	OUCyS009L5V1: Apply Vulnerability Assessment

	Performance Criteria
	Yes
	No

	1.1 Interpreted vulnerability assessment;
	(
	(

	1.2 Comprehend vulnerability assessment in cyber security;
	(
	(

	1.3 Identify types of vulnerability assessment;
	(
	(

	2.1. Explain database management system (DBMS); 
	(
	(

	2.2. Compare DBMS & RDBMS;
	(
	(

	2.3.  Interpret architecture of DBMS;
	(
	(

	2.4. Explain relational operators, relational algebra operators and relational set operator;
	(
	(

	3.1 Define SQL Language;
	(
	(

	3.2 Execute basic select statement; 
	(
	(

	3.3 Apply structured query language (SQL) to design, develop, deploy of database
	(
	(

	4.1 Apply single row function handling for manipulate data;
	(
	(

	4.2 Apply multiple row function for handling data;
	(
	(

	4.3 Apply insert, update and delete statement for manipulating the data;
	(
	(

	5.1 Identify vulnerability assessment tools as per requirement;
	(
	(

	5.2 Install vulnerability assessment tools;
	(
	(

	5.3 Update and upgrade vulnerability assessment tools with dependency;
	(
	(

	6.1 Analyze risks and vulnerabilities using recommended tools;
	(
	(

	6.2 Prepare vulnerability assessment report following standard framework;
	(
	(

	6.3 Submit vulnerability assessment report to the controlling authority;
	(
	(


	Unit of Competency
	OUCyS013L5V1: Apply Programming Concepts

	Performance Criteria
	Yes
	No

	1.1 Define programming language;
	(
	(

	1.2 Classify programming languages;
	(
	(

	1.3 Explain algorithm design techniques;
	(
	(

	1.4 Create flowchart according to algorithm;
	(
	(

	1.5 Interpret programming conditions; 
	(
	(

	1.6 Interpret concepts of OOP; 
	(
	(

	2.1. Interpret web programming concepts;
	(
	(

	2.2. Apply web programming concepts;  
	(
	(

	3.1 Define functions of power shell;
	(
	(

	3.2 Use power shell modules;
	(
	(

	3.3 Identify problems for scripting;
	(
	(

	3.4 Create own scripting;
	(
	(

	4.1 Create shell script in Linux/Unix;
	(
	(

	4.2 Create and use bash scripts;
	(
	(

	4.3 Run .sh file in shell script; 
	(
	(

	4.4 Run applications in shell script;
	(
	(

	4.5 Create and run scripts;
	(
	(

	4.6 Start an application as per standard from a shell;
	(
	(


	Unit of Competency
	OUCyS016L5V1: Interpret Cryptography

	Performance Criteria
	Yes
	No

	1.1 Define security service goals;
	(
	(

	1.2 Interpret security service mechanism;
	(
	(

	2.1. Classify encryption technique;
	(
	(

	2.2. Interpret multiplicative inverse;
	(
	(

	2.3. Interpret additive inverse;
	(
	(

	2.4. Interpret GCD;
	(
	(

	3.1 Illustrate PKI infrastructure;
	(
	(

	3.2 Identified PKI component;
	(
	(

	4.1 Identify selective structured problems; 
	(
	(

	4.2 Prepare algorithm for selective structured programs; 
	(
	(

	5.1 Interpret cryptography algorithm;
	(
	(

	5.2 Illustrate cryptography algorithm;
	(
	(

	5.3 Illustrate Hashing algorithm; 
	(
	(

	6.1 Identify steganography tools as per requirement;
	(
	(

	6.2 Install steganography tools;
	(
	(


I now feel ready to undertake my formal competency assessment.

Signed:

Date:

